Download program from ftp protocol

Step1l. Build FTP service, Create project folder in the root directory of FTP; demo.xml file in Demo folder is project file, the materials in demo folder.
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Step2, using LEDeditor software to setup parameters for controller

& LedEditor - LED SIGN1 - Fip

File(F) Contral(C) [ Options(0) | Test(T) Help(H)

|J 0w d|@ Language(l) v I
(Enter Password
LED STGH1 | oftwars Setup |
Program ¥ I E Hardware Setup I £
nter
FER Sy SEIT SIGN SOFTWARE

P e Cancel |
‘ password:888

Hardware setup
—

¥ Open

ey Iwww LedmZm. net Fort |21

User name |®izun Pazzword IBEB

I~ Start timing download 2-00185 Send |

status:Cable

3G status

FTP Configuration

Step3, send command of sending program from FTP to tell controller getting program from the specific FTP:
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Check algorithm: add all data from beginning of “command” filed to the end of “main body” together to get sum in bytes and then invert.

. . ) . . . |E FileZilla_Server-0_9 41.exe
Attention: when you build FTP services, customers could choose their familiar FTP service software or use the
provided,

---Xixun

Please refer to Attachment for how to build FileZilla_Server;

Please refer to <xml project file structure instruction.doc > for xml project file.



Attachment:

Steps of building FTP server:

Double click on |

FileZilla_Server-0_9 41 exe

License Agreement

Please review the license terms before installing FileZilla Server beta 0,9,41,

Press Page Down to see the rest of the agreement.,

GHU GENERAL PIUBLIC LICENSE
Yersion 2, June 1991

Capyright (C) 1989, 1991 Free Software Foundation, Inc,

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
agreement to install FileZilla Server beta 0,9.41,

If you accept the terms of the agreement, click I Agree ko continue, ‘fou must accept the

Mullsaft Install System v2, 46-Unicode

FTP server software and start to install it.



Choose Components
Choose which Features of FileZila Server beta 0.9.41 wou want to install.

Check the components you want to install and uncheck the components you don't want to
install, Click Mexk ko continue.

Select the type of install:

Or, select the optional
components you wish ko
install:

Space required: 3.7MB

Standard A

FileZilla Server (Service)
Administration interfare
[ source Code

Start Menu Shorteuts
Deskbop Icon

Hullsaft Install System »2,46-Unicode

Description

Position your mouse
over acomponent ko
see its description,

< Back. ]l Next = I [ Cancel

Choose Install Location
Choose the folder in which to install FileZilla Server beta 0,941,

Destination Faldesr

Space required: 3, 7MB
Space available: 34.7GE

Mullsoft Install System vz, 46-Unicode

Setup will install FileZilla Server beta 0,9.41 in the following folder, To installin a different
folder, dick Browse and select another Folder. Click Mext to continue.

Browse. .,

< Back ][

prvsa ll B




Zilla Server beta 0.9.41 Setup_

Installation Complete
Setup was completed successfully,

Mullsoft Install System v2, 46-Unicode:

Completed

Create shortcut:

Create shorbeub: CylsersiPublic|DesktoplFileZila Server Tnterface.ink

Execute: “e!\Program Files\FileZilla ServeriFileZilla Server.exe” [adminport 14147
Execute! “e!\Program Files\FileZilla Server\FileZila Server Interface.exe” fadminport 1
Installing Service...

Execute: "e:\Program Files\FileZila Server\FileZilla Server.exe” finstall aute

Put FileZilla Server Interface inta registry. ..

Completed

:\ProgramDataiMicrosoftiWindowsistark MenuiProgramsiFileZilla 5.
rogramDataiMicrosoftiWindows\Start MenuiPrograms|Fiezils 5...
rogramDataiMicrosoftiWindows\Start MenuiPrograms|Fieila 5...

n

<ok e

After installing it, click on shortcut

Connect to Server

Server Address: Port:

127.0.0.1] 14147

Administration password:

[ Always connect to this server

[ o4 ] [ Cancel ]

in desktop and run FTP server, picture in below:

Press OK button and then following picture will pop up:



—
Fi Server (127.0.

File Server Edit ?

P8 08¢ ~ED-

FileZilla Server version 0.9.41 beta

Copyright 2001-2012 by Tim Kosse (tim kosse@filezilla-project. org)

Connecting to server

Connected, waiting for authentication

Logzed on

D s Account IP Transfer Progress Speed

Ready 0 bytes received 0 B/s 0 bytes sent 0 Bfs @

Set FTP server parameters, click on Menu bar—> Edit—=> Settings, picture in below:

[ FileZilla serve

File Server ?

:é | (B35 Settings || -
FileZilla Sers Users
Copyright 200
Connecting to

Groups .kossel@filezilla-project. org

Conmected, waiting for authentication
Logged on
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General settings

FileZilla Server

Connection setkings

Listen on these ports:

Max, number of users:

Performance settings

Mumber of Threads:

Timeout settings

Connections timeout:

Mo Transfer bmeout:

Login kimeout:
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This walue specifi
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his value if vour server

B, 0 For no timeout)

B, 0 for no ktimeout),

s the time a user has to
Fer,

B, 0 for no ktimeout),

s the: time in which a
gin.

Setup Passive mode:



EREEEEEU NP P assive mode settings FileZilla Server

‘welcome mess| |
F bindings [Tuse custom port range: |0 - |0 (1-65535)

l Passive mode settir
T T

- Mizcellaneous ! ! Use custom PASY settings if yvou .«

i Irberface st passive mode transfers: ate aperating the server From

iz Eal behind a MAT router or a firewall,

IPv4 specific

External Server IP Address for

m

- Logging . i In that case, the IP address of

- G55 Settings Use the Following IP: the server is not accessible from
- Speed Limits v, ledmzm. net outside of the router, so wou

- Filetramsfer compre:_ | . should fill in the correct address
- GELATLS settings leaual = here. Use the port range to limit
. futaban - () Retrieve external IP address from: the number of ports that will need

ta be Farwarded through the

‘ Ll b http: ifip filezilla-project. orgfip. php router.

Information For users with dynamic IPs: IF vour external IP changes, it might

take up ko 5 minutes after the next Failed transfer until FileZila Server
recognizes the changed IP.
In most cases, the IP is updated within 30s after a failed transfer,

Cancel Don't use external IP for local connections

Secunity Setting:



FileZilla Server Options

= G_eneral zettings

ecurty settings I

- &dmin Interface set
- Logging

- 355 Settings

- Speed Limitz

- S5L/TLS settings

- Autoban
[ | »

Security settings
Welcome mess| |

- Filetransfer compres

Ok

Bounce attacks / FxP transfers

[ Block incoming server-to-server transfers

Strict P filter

[ Black outgoing server-to-server ransfers
Strict P filter

efanied, e [ PIECRE (e 115 OF afe side when a transfer iz
established. If the IP doesn't match the remote 1P of the contral channel, the
transfer will be aborted.

F<P iz often used for illegal ‘' arez transfers. Bounce attacks can also be used for
aDoS attack on the server because a malicious user could initiate a lot of
zerver-to-zerver transfers which have a large impact on the server's bandwidth and
acceszability.

If strict |P filter is set, the whole P is checked against the remote [P of the control
channel. But thiz option may for example cause problems with proxy servers which
use several IPs.

To prevent this problem, you may disable the strict IP filter. |n this case only the the
first three parts of the IP address are checked. But thiz decreases security against
FxP / bounce attacks.

Y'ou have to choose between security and compatibility. For optimal results you
should block all F<P transfers and enable the strict filker only for incoming transfers.

Add a user in FTP, click on Menu bar—> Edit>User:

FileZilla Server



CK

‘fou can enter some comments about the user

Account settings Users
[|Enable account
[ |Passwaord: | |
Group membership: | - |
!
!
i USET acCOoU l J
Please enter the name of the user account that should
be added: 1
[l wisur]
fl | Renarme [ Copy
User should be member of the fallowing graup:
[<none> V]
| [ Cancel ]

Page: Account setkings
- General
Shared folders

Then assign a folder as the root directory for this user:

Users

Speed Limits

IP Filter Group membership: | <nones -

Biypass userlimit of server
Maximum connection count: O

Connection limit per 1P; o

Force S5L For user login

Description

hd
Yfou can enter some comments about the user




Users

Page:

PEEd Limits
1P Filker

Shared folders

Drirectories

H E:AFTPuisun Pleaze select a folder that should be added to
the folders list of the selected user account

E:\FTPAxixun

4y progran file (E0)
1
I

| anyrast
A

. FIP

[ |

. Program Files
& directory aliaz will also 2
path. Separate multiple al

IF uzing aliases, please &

Set access rights for this user, picture in below:
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Page: Shared folders

Files

General . . .
- Shared folders Ditestories fliazes Read

- Speed Limits H EAFTPusiun 7] white
- TP Filker Delete
Append

Directories
Create
Delete
List

al m ] G + Subdrs Add Remave

I Add ] I Remove ] [ Rename ] [SBI as home dill [ Rename l [ Copy. ]

A directory alias will al:o appear at the specified location. Aliazes must contain the full local
path. Separate multiple aliases for one directory with the pipe character [ | ]

1f using aliases, please avoid cyclic directory structures, it wil only confuse FTP clients.

oK

Cancel

Press on OK button and close this dialogue box.
Set port forwarding in Router, Forwarding port 21 to server, IP address is the server’s IP in LAN.

Login the router and then enter port forwarding, enter the port range 21 for private IP (that is the LAN IP address of the server PC).

Note: each router’s interface is different maybe; here we just take one for example:



AT T AR I

Tha Advanced Port Fonwardng opton alows you to define 3 sngle publc port
o ani evtarnal LAN I Address snd Private LAN port f equrad., This
far hostmg oning sereces sch as FTP or Wab Servem,

[ Sarvw Sottngs | [ O hict Surem Seitngs |

FARCED PORT NMOHWARDING HULES

Remanng number of rukes that can bae craated: 19

Harma .
I [ 2= | agpicanes hisme =]

Fitvate 17

Publc o | 2. 1885 103
192, b0, 102

Marma
[ 22 | | Applenbon bsms (=]

Piare

Until now, FTP server is complete.



